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Abstract

As the Internet and e-commerce grow rapidly in recent years, it also brings network security

issues, such as DDoS attacks, viruses, worms, and other networkattacks. These attacks willgenerate

lots of packets on the network and make the network too busy to operate smoothly. The condition

of the network may become worse if the host being infected or under attack cannot be solved

immediately. Therefore, how to monitor and analyze network traffic and identify abnormal hosts

fast enough has become an important issue for network administrators.
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Traditionally, network traffic management tools may be too simple to identify abnormal hosts. 

Some other tools may need large storage or computing power to monitor lots of packets and the cost 

of these tools may be not affordable for campuses or small businesses. In this paper, we propose to 

use Cisco NetFlow to collect network traffic and analyze network behaviors to identify abnormal 

hosts. We build an automatic detection system which can produce and analyze NetFlow files and 

find abnormal hosts. The results show that network administrators can make use of the proposed 

system to reduce network security problems.
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